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We all know that today’s economy lives on data—the information economy
accounts for an estimated 6 percent of GDP.1 This means that privacy regulation,
which is essentially about restricting these data flows, leaves a large footprint. One
need only look to the hullabaloo generated by the recent Federal Communications
Commission (FCC) broadband privacy rule and calls to block the proposed AT&TTime Warner deal on privacy grounds.2 As such, it’s crucial that privacy
regulators—chiefly the Federal Trade Commission (FTC)—get it right.
Unfortunately for consumers, the twin pillars of FTC privacy policymaking—
consent orders and workshop reports—lack economic analysis or empirical
evidence. The complaints and analyses to aid public comment that accompany
consent orders do little more than recite the elements of an alleged FTC Act
violation. Its workshop reports, which are treated as de facto enforcement
guidelines by the private sector, are truly “economics-free” zones; they develop
concepts such as “privacy by design” and “data minimization” without any serious
benefit-cost analysis. Instead the policies developed in these reports are based
almost solely on anecdotes and worst-case hypotheticals. 3 The result is a
regulatory framework that is woefully ill-equipped for the task at hand.

Lessons from Antitrust
Forty years ago, antitrust was in a similar state. Business practices were
condemned merely because they led to larger firms or impacted smaller companies.
Consumers suffered, as antitrust was more concerned with protecting inefficient
competitors than promoting competition. That all changed after a series of Supreme
Court cases embraced a consumer welfare standard guided by economic analysis.4 It
is widely recognized that antitrust has enjoyed success as a regulatory endeavor in
large part due to this metamorphosis.5 Today, no one could imagine the FTC
attempting to block a merger based on a workshop report or a survey. Yet, this is
exactly the state of play in privacy policy.
Consider Facebook’s 2014 acquisition of WhatsApp. On the antitrust side, the
FTC’s Bureau of Competition (BC) applied the cost-benefit framework laid out in the
Horizontal Merger Guidelines (HMG) to determine that the combination of social
media platforms didn’t pose a threat to competition.6 Fortunately for consumers, the
FTC refused to heed calls from some to incorporate privacy concerns into antitrust
and block the merger because it would give Facebook “too much” personal data.
This would have been a mistake on a number of grounds: it ignores the benefits
built into new uses of data in the form of richer and more personalized content,
heterogeneous consumer preferences, and the First Amendment implications of
undue restrictions on data flows.7 Modern antitrust wisely eschews noncompetition concerns.
Juxtapose the BC’s antitrust framework with the FTC’s Bureau of Consumer
Protection’s (BCP) response to the deal. Accompanying the FTC’s closing of its

antitrust investigation into the acquisition was a letter from the BCP, cautioning that
if WhatsApp failed to “obtain consumers’ affirmative consent” before using their
data “in a manner that is materially inconsistent” with the promises it made at the
time of collection it may be in violation of the FTC Act.8 Although requiring notice
for a change in data sharing is not novel (assuming the changes in data use were
material) and potentially could violate the FTC Act, the opt-in requirement sprung
to life without any analysis.9 Yet, it’s probably not an exaggeration to say that this
requirement—which later was made clear to apply to all merging firms—was only
slightly less punitive than blocking the merger itself. What is more, this new opt-in
requirement will create ripples far beyond Facebook and WhatsApp. It surely will
deter some companies from engaging in beneficial changes to their current data
collection practices and cause others to think twice before pursuing acquisitions.10

The Benefit of a Benefit-Cost Framework
That the FTC developed a requirement with huge potential impact on the
way data are used in such an ad-hoc manner—without any analysis of likely impact
on consumers or competition—is troubling. As privacy regulation’s influence on
the economy has grown, so must the sophistication of the analysis on which it
relies. On this front, regulators should take a cue from antitrust’s evolution and
adopt a benefit-cost framework—one that uses economic analysis to identify
practices that are likely to harm consumers.
A good start would be for the FTC to begin to grapple with the available
empirical evidence on consumers’ willingness to reveal data.11 Consumer harm is
the legal trigger for FTC action. The FTC Act bans “unfair and deceptive acts and
practices.”12 For an act or practice to be unfair it must fail a cost-benefit test, causing
“substantial injury to consumers” that is unavoidable and isn’t outweighed by
“countervailing benefits to consumers or competition.”13 For a practice to be
deceptive under the FTC Act, there must be a “material” misrepresentation.14 In this
manner, materiality is a proxy for harm, because the misrepresentation distorted
consumers’ decisions.15 The FTC, however, needs to confront the lack of empirical
evidence that the practices that are the focus of the FTC’s privacy regime are giving
rise to the type of injury that Congress empowered it to address.
The FTC justifies its privacy program on the need to foster “trust” in the
online environment, relying on various surveys to support the notion that
consumers place a large value on privacy or feel that they have lost control of their
data.16 But surveys, or what economists call “stated preference,” tell us only that
privacy, like most other things, has value. It cannot answer the real question for
policymakers: How willing are consumers to swap personal data for other
things they value? These tradeoffs are what matter.

What Consumers Are Saying
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Once the focus shifts to what economists call “revealed preference,” or how
consumers actually make tradeoffs, the story becomes quite different. Far from
suggesting that consumers are reticent to engage the online ecosystem, the real
world behavior illustrates consumers who are largely comfortable with the
tradeoffs they make in their digital lives. There are 1.3 billion daily Facebook
users,17 150 million people using Snapchat daily,18 a growing number of health
tracking apps and wearables,19 and nearly half of U.S. households choosing to
purchase an Amazon Prime account.20
Of course revealed preference is useful only if consumers are informed about
the tradeoffs they are making. Some argue that consumers simply don’t understand
the costs associated with data sharing, and if they did their revealed preferences
would look quite different. But the empirical literature suggests otherwise;
economic studies that have attempted to measure the value of personal data nearly
universally find that even when consumers are fully aware of the trades they are
making, they are willing to provide personal information for small amounts of
compensation, or alternatively are only willing to pay very little to avoid personal
data collection.21 For example, one study finds that consumers are only willing to
make a one-time $4 payment to avoid real-time geolocation tracking.22 Moreover, a
recent study presented various versions of Google’s Gmail privacy policies to a
random sample of representative Gmail users. 23 Although the subjects generally
believed that Gmail's automated content analysis was intrusive, two-thirds were
unwilling to pay anything to avoid the practice—they perceived some privacy cost,
but it was not as large as the value of free email. For the rest of the subjects, the
median annual payment they were willing to make to avoid email scanning was only
$15.
It’s also crucial to consider who’s doing the watching. There is evidence to
suggest the common-sense notion that there is a world of difference in the
privacy implications between an email or browsing history being read by an
algorithm so to serve relevant ads, and a real person engaging in surreptitious
viewing of intimate activities in the home.24 Yet, the former scenario is often
conflated with the latter in privacy policy discussions.

Data in the Balance
The takeaway from all of this is not that privacy is valueless, or that certain
types of data collection and use do not give rise to privacy concerns, but rather that
most consumers are comfortable with the typical bargain of sharing information
with faceless servers in return for free content and services, such as email and social
networking platforms. These considerations raise serious questions for mainstays in
the FTC’s privacy program such as data minimization and privacy by design. These
slogans obscure the fact that tradeoffs exist between privacy and other
characteristics that consumers value. Why not “speed” or “functionality” by design,
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or “cost minimization” or “performance maximization”? Until it confronts the
empirical evidence, the FTC has not made the case that it, rather than the market, is
better at mediating how consumers trade among competing values. Indeed, the
FTC’s posture appears to be based on the preferred mix of privacy and functionality
for the most privacy sensitive consumers. This posture could be welfare-enhancing
only if consumers are incapable of making informed choices because they
systematically underestimate privacy harms. If this is the case, the FTC should state
their position clearly and engage in research to demonstrate what seems to be a
necessary predicate for its regulatory agenda.
In addition to incorporating what we know about how consumers make
tradeoffs involving personal data, policymakers also need to account for the direct
costs of privacy regulation. For example, one study finds that increased consent
requirements for sharing health care data reduces incentives to adopt health
information technology, leading to worse health outcomes, especially for minority
babies.25 Another pair of economists finds that opt-in requirements for selling
consumers’ financial information reduces the marketability of these data and hence
firms’ incentives to assure its accuracy.26 Not surprisingly, this led to laxer
underwriting and concomitantly higher foreclosure rates. Another study also
suggests that the European Union’s (EU) Privacy Directive—which makes collection
of consumer data more expensive and difficult—decreased advertising effectiveness
in the EU by 65 percent on average compared to the rest of the world.27 Policies that
limit the collection and use of data are also likely to exacerbate problems associated
with a lack of marketplace information, such as adverse selection and moral hazard.
Again, there is a vast empirical literature examining the problems that arise when
markets lack information that needs to enter into privacy policy calibration.28 There
are also competitive implications that needed to be considered. When the FTC
enters into consent agreements that limit the ability of firms to collect and use data
for twenty years, it necessarily will diminish their ability to innovate and compete.29
Without taking serious stock of these negative impacts, the FTC almost surely
underestimates the costs of its actions surrounding privacy.

Conclusion
As data flows have become increasingly vital in today’s economy, privacy
regulation has grown in importance. It’s probably not an exaggeration to say that
privacy is at least as important as antitrust. It’s time that privacy policy making
grow in rigor to match its status.
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